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Las nuevas tendencias macro en tecnologias que estan posibilitando
la transforacion digital
<\

Hiper Conectividad Super Computacion Cloud Computing  Mundo Inteligente CiberSeguridad

Todos con acceso Supercapacidad de La nube esta donde La nevera sabe lo que Super seguridad deberia ser
computacion en todo procesamos infomracion quieres para cenar. ahorala norma
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Soluciones SAP GRC en 2016

Simplificar, ganar en visibilidad y en capacidad de control

a 2 e

SAP Access Violation SAP Dynamic Authorization SAP Regulation Management by
SAP Access Control Management by Greenlight Management by NextLabs Greenlight, cyber governance edition
Enable business-driven Identify and quantify the impact of Secure applications, protect application Manage cyber-related regulatory
access governance actual access risk violations data, and simplify role management requirements and align with internal controls
SAP Regulation Management @ >
SAP Proces; Control by Greenlight SAP Risk Management  SAP Audit Management SAP Fraud Management
Maintain effective controls . . iy
. . Manage regulatory requirements and Preserve and grow value with Transform auditing and Detect and prevent
and ongoing compliance . oy - . .
align with internal control activities enterprise risk management move beyond assurance fraud better
SAP Business SAP Global SAP Technical Data Export SAP Electronic
Partner Screening Trade Services Compliance by NextLabs Invoicing for Brazil
Grow your business Optimize global trade and Automate trade compliance for Meet electronic invoicing
network with confidence screen restricted parties digital goods and technical data requirements for Brazil

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential
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Claves de la plataforma SAP GRC

Simple, Potente, Robusta

Simple

Potente
Robusta




Solutiones SAP para GRC y Ciberseguridad

@ .8

Gobierno de Accesos Riesgos de Tres lineas de Gestion de comercio Gestion de Fraude y
Ciberseguridad y Defensa internacional Chequeo de
Cibergobierno Contrapartes

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 7



Solutions for GRC and security from SAP
Three lines of defense

First line of defense Second line of defense Third line of defense
Control business operations and Assess entity-level risk and manage Provide independent assurance
control risks in business activities compliance activities
' " _
~
Three lines N
of defense %E
SAP Risk Management SAP Audit Management
Preserve and grow value with Transform auditing and
enterprise risk management move beyond assurance
Xt SAP Regulation Management
SAP Process Control by Greenlight
Maintain effective controls Manage regulatory requirements and
and ongoing compliance align with internal control activities

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 8



SAP Audit Management

Driving a unified audit function

Monitoring management progress in
resolving actions or accepting risks

Forming an opinion and disseminating
results to stakeholders

© 2016 SAP SE oran SAP affiliate company. Allrights reserved.
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Identifying and analyzing
relevant information and
documenting results

Developing and approving a risk based
audit plan for approval by the Board

Setting objectives, scoping the
audit, assigning resources, and
scheduling the audit activity

Strictly Confidential
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The Audit Cycle in screenshots

Managing the audit activity

SAP Audit Management
= « c business-sue.com A Susinese-sune com
SARg T © = n P8 k-2 SAPg Q o »n 5
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. ybsolect Sche . embers
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High
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[C] Business Plan for Sales Information Ny
- Department
* Au
High
High gl
. B roce rt
1ct Medium
$ 1 | Policy Documentation
Create Process HQ Description | find out there may be some issues with our current vendor
Working Papers selection process in the US area. IU's necessary to conduct an audit
High based on that
[ ] SOX Compliance in US 1 Tracy Fox
)
i t
o John McClain
! p : X p Assigned Audit History o Amy Craig
D Purchase to Pay Corporate Jim Seven
Finance High 2012-055 Vendor Selection Process 6/1 ) c 12 QI ¥ x
1 lan Gilbert
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! ial & Opera |
(7] 'RFS Compliance (HQ) Higt 2011-042 Vendor Selection Process US
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SAP Risk Management

Preservar e incrementar el valor

Monitorizaciéon de umbrales, eficacia : %ﬂ Planifica la gestiéon del riesgo
de respuestas de riesgo y de en el contexto de valor hacia
acciones correctivas la organizacion

Vincula riesgos, causas
de riesgos, indicadores
de riesgos, impactos y
pérdidas

Respuestaal riesgo tras
valoracion de
costes/beneficio

Analiza riesgos via escenarios,
modelado y otros factores para
comprender la exposicion

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 11



What can users can do
withina process? Can
they create a supplier
and make payments to

4 types of controls that that supplier?
can often be automated
AcCCcess

Can we find changes to
configuration settings?
Has anyone changed
purchase order
tolerance settings?

What are controls?

~ Configuration

S Can we detect
.ﬁ?—"—" Master Data suspect transactions?
= Are users trying to
bypass existing

Can we detect changes
to sensitive master
data? Has anyone

changed terms of
payment?

controls?

Transactional

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 12



SAP Process Control
Garantiza la eficiencia del entorno de control y el cumplimento

Documenta centralmente
controles y politicas; mapea cada
regulacién a las organziaciones
impactadas

Apoyo a la decision y facilita la
monitorizacién continua y

certificacion de toda la funcién
de control

Monitorizay gestiona por
excepcion todo el land
scape de sistemas
(Continuous Control
Monitoring).

Ejecuta valoraciones de
riesgo periddicas
determinando alcances y
estrategias de testeo

g} o

Evalua el diseiio de controles y
su eficacia, levantando y
remediando cada cuestion.

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 13



El reto en la gestion de los cambios regulatorios

Regulacion Regulacién Regulacién Regulacion

Requerimientos Requerimientos Requerimientos Requerimientos

Negocio Legal

Control Control Control ontro

© 2016 SAP SE oran SAP affiliate company. Allrights reserved.
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Regulation Management Process
Regulatory Intake, Collaboration & Execution

1 Regulatory Citations 2 Requirements
Capture, intake & report on regulations Version control and gap analysis
Import publicly available content & Delta change management
subscriptions from UCF, LexisNexis, Pre-built reports and
Thompson Reuters, Sls, etc. dashboards

Regulatory alerts and monitoring

Business IT Compliance Audit Legal
Collaboration Workflow Control Definition

Central repository for regulatory Dynamic, multi-threaded Best practice control mapping &

content, requirement and reporting workflow capabilities content creation

g%mir:ﬁ nt and interact from start Review all or part of citations, Unified control framework for all

Share and review best practices r.eqwrements or controls at any regulatory agencies

time Map controls back to citations

4 Control Management 9 Regulatory Reporting

Manage, monitor and test controls* Capture, store and import report results

Automatically execute control tests against Manage and maintain findings & evidence*

operational systems &business applications * In SAP Process Control

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 15



Solutions for GRC and security from SAP

Access governance

Governance Administration
Automate compliance processes Manage identity and access
Access SAP Access Control SAP Identity Management
governance Enable business-driven Know your users and
access governance @ what they cando
SAP Dynamic Authorization
Management by NextLabs SAP Single Sign-On
Secure applications, protectapplication Authenticate once to access
data, and simplify role management all business applications
SAP Access Violation & _
Management by Greenlight SAP Cloud Identity
|dentify and quantify the impact of Manage the identity
actual access risk violations lifecycle in the cloud

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 16



SAP Access Control

Gestiona los riesgos de accesos y previene el fraude

Monitoriza accesos de
emergenciay el uso de
transacciones

Certifica que las
asignaciones de accesos
estan garantizados

© 2016 SAP SE oran SAP affiliate company. Allrights reserved.

X

SAP_ALL

ORACLE

Legacy

Define y mantiene roles en términos de
negocio

Encuentra y remedia
violaciones de accesos
criticos y de SoD

Automatiza el provisioning
de usuarios en todos los
sistemas SAP y no-SAP

Strictly Confidential 17



SAP GRC Access Control

Acceso periodico

Identity Management analisis de riesgos

© SAP 2008/ Page 18
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SAP Access Violation Management
Gestion de accesos de usuarios basados en impacto de negocio

Impacto Financiero del Riesgo de Accesos
Valor a nivel de bottom-line en cuenta de resultados

GRC Access Control Monitorizacion Continua
Access Risk Analysis, Usuarios, Roles y Modelado de Riesgo,
User Access Management, Remedicacion Acelerada,
Emergency Access Management, Controles de Mitigacion Automaticos

Business Role Management

Controles Empresariales en Tiempo Real

Descubrir, Agregar, Correlacionar y Normalizar

Core SAP Otros SAP Business Legacy/Custom Cloud
& ERPs Applications Solutions & SaaS

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 19



Solutions for GRC and security from SAP

Cyber security risk and governance

Cyber risk and governance

Business application security

Identify and manage risks, regulations and polices to

minimize potential business impact

==

Cyb_erksecctjjrity SAP Regulation Management by
rsKan Greenlight, cyber governance edition
governance

Manage cyber-related regulatory
requirements and align with internal controls

: #,

SAP Risk Management SAP Process Control

Preserve and grow value with Maintain effective controls
enterprise risk management and ongoing compliance

SAP Audit Management

Transform auditing and
move beyond assurance

Protect data, control access, and detect threats

31D Xb
SAP Enterprise Threat Detection

Detect, investigate,and
respond to anomalies

a &

SAP Dynamic Authorization
SAP Access Control  Management by NextLabs

Secure applications, protect
application data, and simplify
role management

Enable business-driven
access governance

© 2016 SAP SE oran SAP affiliate company. Allrights reserved.
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Attack Sophistication

From manual to automated attacks, requiring less skills for ever more sophisticated attacks

“stealth” fadvanced scanning
technbgues

widespread attacks using MNTP
to distribute attack

1
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T
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r
G intruder
tools

r
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je Intruder Knowledge

dl

=

-
D |nternet social
E enginesring attacks ae‘r';;g:l?; -;:arflce
attacks
e
Gkt fpaciils automated
probes/scans

Iggn - - " - - - - L

emall propagation of
malichous oode

"4-5'"
maliclous counterfelt z
har-:ll'n:.- a:e .ﬂ.*&w} ngh

persistent malware infiltration
& persistent surveillance

1

adaptive, high-impact,
targeted artacks on
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connnand
& control

control systems
targeted

supply-chain
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coordinated
oyber-physical
attacks

Increase in targeted
phishing & vishing

DS attacks
rmassive botnets

: widespread attacks on
ant-forensic technigues client-side software

home users targeted J
widespread attacks on

4 wielb applications
distributed attack

tools

T T
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Trojan horse distribwtion
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Norse Live Attack Map
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Norse Cyber Attacks in Motion

See http://map.norsecorp.com/
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“Whether we want to be or not, all bf us:

~A

— individuals, companies, governments - ©

are currently engaged in a widening
cyber war”

Cedric Leighton
(Director of cryptologic training operations atNSA)

2
N 6« - N

s 2 Ter TP “ ¥

i

N NN s .
ngx‘;“”ﬁﬁi

-7

netbios-dgm

d(Bi

—n

32

Pl
-



Consider what SAP can do to help

Cyber risk and governance Business application security

Help protect trade secrets, intellectual property, financials, and personal data

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 23



Solutions for GRC and security from SAP

N
N
SAP Regulation

Management by
Greenlight

ber Governance edition

®\

SAP Process
Control

Vu

SAP Risk
Management

-

Monitor business & IT Identify and assess cyber

M rit; lici o}
Ep Sty PRIES, al and information security

processes, establish and

requirements to controls i
test controls risks

-

]
SAP Audit
Management

Investigate risks, audit

policy and control
effectiveness

L 2

? & & e A * ) =

. ; SAP Dynamic i Add-On for Code
SAP Single ~ SAP Identity  SAP Access SAPCloud  Authorestion | SAP Access AP EMETPriSe  oup viopite e
Sign-On Management Control Identity service Mgmt Violation Mgmt Detection Secure Analysis

Extend Access Mgt. to
non-SAP, quantify
access risk

Make it simple for
users to dowhat they
are allowed

Provide fine grain, real
time access control

. n Find and correct
Know your users and Monitor, mitigate Manage the identity life- Counter possible threats [l Secure mobile devices vulnerabilities  in customer
what they can do access risk cycle in the cloud and identify attacks code
SAP HANA Platform SAP NetWeaver Application Server

Make sure that SAP
Platform Security 4 solutionsrun securely

© 2016 SAP SE oran SAP affiliate company. Allrights reserved.
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Solutions for GRC and security from SAP

International trade management

Transportation and

Global trade management event management

Electronic invoicing

[l

International SAP Global Trade Services* SAP Transportation Management
trade
management Optimize global trade and Integration with SAP Global Trade Services for

screen restricted parties customs export processing and trade compliance

]

SAP Event Management

Increase visibility for faster identification
and resolution of supply chain delays

SAP Technical Data Export
Compliance by NextLabs

Automate trade compliance for
digital goods and technical data

y

/
§ /’H

¢
SAP Electronic
Invoicing for Brazil

Meet electronicinvoicing
requirements for Brazil

*Includes bundled or individual modules for: import, export, preference, sanctioned-party screening, processing trade in China, U.S. foreign trade zones, and others

© 2016 SAP SE oran SAP affiliate company. Allrights reserved.
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SAP Analytics solution portfolio

- Discover

Predic’give Gg\i’i’n:ﬂge’
_ Rnelies Compliance
Any Device Cloud
_ 4
Anticipate Real_'t'me Plan
A Business
Ent : X
Business P Pferprlse ==
; erformance
Intelligence Management &
Social ap
Collaboration Big Data

Inform 4%

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 26



Business Intelligence - Latest Analyst Reports.- Gartner / Dresner
Advanced & Predictive Analytics Vendor

Advanced and Predictive Analytics Vendor
Ratings

SAP (1st)
64—

MlcroStratng",‘,,,—/’ e '\—»,,,,”\S\AS(lst) .Tableau

OpenText ' P )
[ g @ ik
Blrst . Microsoft

Logi Analytics . . ‘MicroStrategy SAS

Oracle |BM SAP

/

Pentaho w\ y / Information Builders
“ ! aaiits . . Tibco Software
Pyramid Analytics @) Prognoz | @ Atteryx

Targit '. Pentaho.
Board International .

Yellowfin
Datawatch . Panorama Software

Microsoft < \
‘ Salient Management Company @)

Information Builders _Birst (5th) OpenText (Actuate) @
‘ - =
TIBCO (5th) Oracle (5th) o
o
—g-=Features -ll=Data Prep Usability  ==<%=Scale & Integration ==#=Total score e
=
=
Figure 53 - Advanced and predictive analytics vendor ratings COMPLETENESS OF VISION - 3 As of February 2015
August 27t 2015 — Dresner Advisory Services 2015 - Gartner Bl
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SAP S/4HANA analytics architecture

\
Hybrid Transactional and Analytical Analytical Apps and SAP Bl Clients

Applications Example: SAP Lumira, Design Studio,

Example: SAP Smart Business cockpits etc...

P 0 LN ol i o
- /
A A
—SAP HANA PLATFORM \
ettt
| SAP HANA Views
I ABAP Layer Core Data Services (CDS)
e ___
i bt testedestefestedestetentesefestetes
:SAP HANA Database Layer Physical Tables
\-_ . - - - - - - - - -
\. J

Atomic Instantaneous Predefined
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SAP Analytics for SAP HANA

Asegura que se obtiene la mejor plataforma de Business Inteligence para HANA

Value for you:

» Leverages the full power (& investment) of HANA

« Analytics optimized for HANA vs. connected.

« Faster and more informed decisions

« Shorter analytics project cycles and support
simplification.

 Lower TCO for end-to-end DW + analytics projects

s Porqué?.-

Bl Suite completa optimizada para HANA

Acceso en tiempo real (real) sin duplicacion.

Optimizado para Data Lakes y Hadoop con Vora.

Reutiliza completamente la seguridad del transaccional.

La computacidn se hace en base de datos.

Hereda las jerarquias, variables, metadatos y parametros de
entrada.

LIVE

* Acceso flexible a los HANA Views BUSINESS

» Analitica geo-espacial mejorada y otros servicios de plataforma

TOGETHER IN
THE MOMENT

» Optimizado para SAP Predictive Analytics.

customer stories | analytics golden pitch

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. 29



Introducing SAP Cloud for Analytics

All Analytics capabilities in one product

@

High- @ Consumer-
performance, SAP @ grade user

real-time platform Cloud experience
for
Analytic
Embedded & S @
— =} standalone In the cloud

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 30



The Digital Board Room para GRC

—_—
o —-
—_—
—_—
—
S

Total Transparency Real-Time Simulation 360° view of your business
Real-time Analysis “what-if” Any detail available

© 2016 SAP SE oran SAP affiliate company. Allrights reserved. Strictly Confidential 31



GRACIAS

jor.perez@sap.com

+34 696963385
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